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The following text is a joint statement affirmed by these countries: Australia, Belgium, Canada,

Colombia, the Czech Republic, Denmark, Estonia, Finland, France, Germany, Hungary, Iceland,

Italy, Japan, Latvia, Lithuania, the Netherlands, New Zealand, Norway, Poland, the Republic of

Korea, Romania, Slovakia, Slovenia, Spain, Sweden, the United Kingdom, and the United States.

Begin Text:

Joint Statement on Advancing Responsible State Behavior

in Cyberspace
Information technology is transforming modern life, driving innovation and productivity,

facilitating the sharing of ideas, of cultures, and promoting free expression. Its benefits have

brought the global community closer together than ever before in history.  Even as we recognize

the myriad benefits that cyberspace has brought to our citizens and strive to ensure that

humanity can continue to reap its benefits, a challenge to this vision has emerged.  State and

non-state actors are using cyberspace increasingly as a platform for irresponsible behavior from

which to target critical infrastructure and our citizens, undermine democracies and international

OTHER RELEASE

SEPTEMBER 23, 2019

Joint Statement on Advancing Responsible State
Behavior in Cyberspace



Share 

Travelers

Menu
Searc

https://www.state.gov/students/
https://www.state.gov/travelers/
https://www.state.gov/


10/12/2020 Joint Statement on Advancing Responsible State Behavior in Cyberspace - United States Department of State

https://www.state.gov/joint-statement-on-advancing-responsible-state-behavior-in-cyberspace/ 2/5

g ,

institutions and organizations, and undercut fair competition in our global economy by stealing

ideas when they cannot create them.

Over the past decade, the international community has made clear that the international rules-

based order should guide state behavior in cyberspace.  UN member states have increasingly

coalesced around an evolving framework of responsible state behavior in cyberspace

(framework), which supports the international rules-based order, affirms the applicability of

international law to state-on-state behavior, adherence to voluntary norms of responsible state

behavior in peacetime, and the development and implementation of practical confidence

building measures to help reduce the risk of conflict stemming from cyber incidents.  All

members of the United Nations General Assembly have repeatedly affirmed this framework,

articulated in three successive UN Groups of Governmental Experts reports in 2010, 2013, and

2015.

We underscore our commitment to uphold the international rules-based order and encourage

its adherence, implementation, and further development, including at the ongoing UN

negotiations of the Open Ended Working Group and Group of Governmental Experts.  We

support targeted cybersecurity capacity building to ensure that all responsible states can

implement this framework and better protect their networks from significant disruptive,

destructive, or otherwise destabilizing cyber activity.  We reiterate that human rights apply and

must be respected and protected by states online, as well as offline, including when addressing

cybersecurity.

As responsible states that uphold the international rules-based order, we recognize our role in

safeguarding the benefits of a free, open, and secure cyberspace for future generations.  When

necessary, we will work together on a voluntary basis to hold states accountable when they act

contrary to this framework, including by taking measures that are transparent and consistent

with international law.  There must be consequences for bad behavior in cyberspace.

We call on all states to support the evolving framework and to join with us to ensure greater

accountability and stability in cyberspace.
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