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Preface  
 
The Centre for Internet and Global Politics (CIGP) is an academic centre that conducts 
scholarly research addressing the relationship between the internet and global politics, and 
particularly on cybersecurity and capacity building. We are concerned with these topics 
primarily through a broadened conception of security, including human security, societal 
security and environmental security. We promote research on cyber capacity building, and 
we scrutinize how the securitization of digital technologies challenges the rights of privacy 
and freedom of expression. The CIGP is hosted at the School of Law and Politics at Cardiff 
University. 
 
Following the participation of the CIGP at the OEWG meeting hosted at the UN 
Headquarters on 2-4 December 2019, we thank the UN for the opportunity to provide this 
additional contribution to this process by commenting on the released first pre-draft of the 
report of the OEWG. We welcome this document as an outstanding achievement and a 
crucial step for the consolidation of a multistakeholder dialogue in the field of information 
and telecommunications in the context of international security under the auspices of the 
UN. 
 
B. Existing and Potential Threats 
 
We reiterate the importance to give priority to measures addressing threats to Human 
Rights in the context of current and future debates on cybersecurity. We recognize that the 
major of threats from a human security perspective in the cyber domain consists of critical 
issues, including in particular Data Protection, Data Flow, Data Localisation.  
 
However, we also recognize that none of these issues are traditionally managed by 
government agencies but are rather controlled by private actors, notably digital 
intermediaries. As a result, we suggest that it is difficult to address these crucial issues of 
human security in the domain of cybersecurity without entering the domain of 
international trade traditionally validated in the context of the WTO.  
 
By now, we can count almost 300 active regional or bilateral trade agreements (RTA) 
recognized by the World Trade Organization (WTO), and 75 of these contain elements 
referring to e-commerce. Despite the broad definition of e-commerce, three main issues 
concerning human rights are usually addressed by RTAs.2 According to the WTO:3 (1) 
agreements related to data-flow can be found in 19 RTAs; (2) data-localization in 2; and (3) 
protection of personal data in 44. These figures are particularly relevant due to the priority 
of addressing the human security dimension of cybersecurity. 
 
Concerns about RTAs go beyond human rights. By addressing data-flow, data-localization 
and data protection, RTAs usually enable digital intermediaries to build their data centres 
in accordance with strategies that are primarily based on economic considerations. 

 
2 Wolfe, Robert. 2019. “Learning about Digital Trade: Privacy and E-Commerce in CETA and TPP.” World 
Trade Review 18(S1): S63–84.  
3 Monteiro, José-Antonio, and Robert Teh. 2017. Provisions on Electronic Commerce in Regional Trade Agreements. 
WTO Working Paper ERSD-2017-11 (July 2017). Available at: 
https://www.wto.org/english/res_e/reser_e/ersd201711_e.pdf  
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Consequently, data centers are distributed worldwide, exposing large amounts of global 
data to threats without proper legal protection mechanisms in place.  
 
We recognize that technology evolves quicker than our capacity to identify, negotiate and 
implement norms. We stress that this is even more challenging given that most of the 
regulations with direct impact on the transnational functioning of internet infrastructure are 
negotiated in the form of trade agreements recognized by the WTO. 
 
In order to address the human rights dimension of cybersecurity and enhance protection 
mechanism of data centers, we recommend that further dialogue on human security in the 
cyber domain should consider that these issues are enforced by trade agreements negotiated 
in the context of the WTO, where (C) International Law and (D) Rules, Norms and 
Principles for Responsible State Behaviour have reduced impact. 
 
Although the UN has a limited mandate to influence international trade agreements, we 
recommend that a strategy for a (G) Regular Institutional Dialogue should identify clear 
lines of dialogue with the WTO and force the involvement of digital intermediaries in this 
debate in order to establish the cooperation necessary to have a pragmatic approach to 
human rights.  
 
F. Capacity-building 
 
We strongly believe that given the fast-changing geography of the internet, there is an 
increasing need to enhance international cooperation beyond the Global North, with the 
goal of developing a transnational governance approach to cybersecurity where newly 
connected countries are expected to be increasingly influential in consolidating the security 
of connectivity as a whole. In addition to fostering domestic capacity, the implementation of 
cyber capacity building strategies should also support countries in the Global South to 
increase their potential as active players in the transnational governance approach to 
cybersecurity, by developing the diplomatic capacity to negotiate norms and transnational 
agreements in international fora. 
 
For this reason, we refer to cyber capacity building as the diffusion of technical, governance 
and diplomatic skills among relevant stakeholders, including government, industry and civil 
society actors, to ensure the development of sustainable connectivity. 
 
We therefore appreciate the recognition that the development of cyber capacity also consists 
of empowering states and relevant actors to actively contribute to global normative 
frameworks.  
 
We argue that identifying the determinants of cross-national variation in cybersecurity is 
crucial to inform international policy initiatives aimed at supporting cyber capacity building 
among countries in the Global South.  
 
Based on empirical evidence of current trend of cyber capacity building globally,4 we argue 
that cybersecurity inspired by military and deterrence paradigms have little observable 

 
4 This section is based on a recent research paper published as Calderaro, Andrea, and Anthony J. S. Craig. 
2020. “Transnational Governance of Cybersecurity: Policy Challenges and Global Inequalities in Cyber 
Capacity Building.” Third World Quarterly. Available at: 
https://www.tandfonline.com/doi/abs/10.1080/01436597.2020.1729729?journalCode=ctwq20  
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impact on a country’s cyber capacity. Specifically, countries do not appear to be motivated 
by the need to deter international rivals or cyber attacks. This suggests the misplacement of 
these approaches in this context. In contrast, the production of scientific and technical 
(S&T) knowledge in the country appears to be a key driver of cyber capacity, which 
leads to a clear recommendation that policymakers should further their efforts to enhance 
S&T knowledge in newly connected countries. 
 
Concluding Remarks 
 
We will be looking forward to continuing this dialogue and support your effort in identifying 
a UN resolution for the stability of cyberspace. Please do not hesitate to contact us for any 
additional questions or clarifications at: 
 
Dr Andrea Calderaro 
 
Email: CalderaroA@Cardiff.ac.uk 
 
CIGP/School of Law and Politics 
Cardiff University 
Law Building, Museum Ave 
Cardiff, CF10 3AX  
 
 
 
 
 
 
 

 
 


