
 
 

 

To: Ambassador Jürg Lauber, Chair of the Open Ended Working Group       
15 April 2020 

Excellency, 

On behalf of the Board of Directors of the Global Forum on Cyber Expertise (“GFCE”) Foundation, 
we submit the following comments on the initial pre-draft of the report of the Open-ended Working Group 
on developments in the field of information and telecommunications in the context of international 
security.1 As the mission of the GFCE is to facilitate coordination of global cyber capacity building, we have 
limited our comments to the capacity building sections of the pre-draft. As you are aware, the GFCE is a 
multi-stakeholder community of more than 115 members and partners consisting of governments, IGOs, 
private entities, academia and implementers from all regions of the world; sharing the vision to fully reap 
the benefits of ICT through a free, open, peaceful and secure digital world. GFCE members and partners 
include UN entities, such as the ITU and UNODC, and regional organizations such as the OAS, African Union 
and EU. The GFCE’s mission is to act as a worldwide coordinating body for Cyber Capacity Building (CCB). 
It strengthens international cooperation by matching needs, resources and expertise. The GFCE makes 
practical knowledge and proven solutions available to the global community through a dedicated CCB 
knowledge portal (www.CybilPortal.org). In addition, it organizes regional and global events on CCB with 
outstanding programs, speakers and workshops. Recently the GFCE Foundation was launched in order to 
help grow and mature the GFCE, as well as provide long term sustainability and independence.  

 First, we welcome the pre-draft’s focus on cyber capacity building as a major foundational pillar 
of international security and stability in cyberspace. We support much of the current language that notes 
why capacity building is important, how it helps empower “all States and other relevant actors to fully 
participate in the global normative framework, while also contributing to shared commitments such as 
the 2030 Sustainable Development Agenda,” how it helps states deal with transnational cyber threats and 
the need for capacity building across a spectrum including technical, diplomatic and policy disciplines. We 
also strongly support language that a multi-stakeholder approach to capacity building is vital as well as 
language affirming that gender inequality should be addressed. 

While much of the pre-draft language is strong, we believe that some of the discussion and subsequent 
recommendations do not fully capture both state and nonstate interventions on capacity building made 
during OEWG sessions nor provide an effective, workable solution. First, in the discussion, while the pre-
draft notes that: "States stressed that there was a need for greater coordination in capacity-building 
efforts,” it fails to note that many states made the point that there should not be a duplication of efforts 
and many said that the GFCE was in fact performing this coordination and facilitation role. Of course, we 
agree that global coordination should be strengthened, that is our founding principle and mission, but 
avoiding duplication and highlighting existing efforts is important to ensuring scarce resources are used 
effectively. 

Acknowledging that the UN has an important role in cyber capacity building, and the GFCE wants 
to work closely with the UN and UN institutions on this vital issue, one of the pre-draft recommendations  

 
1 These comments are submitted by the GFCE Foundation Board and reflects their views. They may not fully reflect 
the views of all of the GFCE’s many partners and members. 



 
 

 

appears to suggest that the UN create a new mechanism which we believe would be duplicative and of 
limited effectiveness. 

  The pre-draft recommendation is: 

"The Secretary-General be requested to establish a global mechanism for enhancing coherence in 
capacity-building efforts in the use of ICTs, possibly in the form of a facilitation mechanism, in 
coordination with existing efforts, including at the regional and sub-regional levels. States in a 
position to contribute expertise or resources to the development of such a mechanism are 
encouraged to do so." (para. 68d) 

In practice, a newly formed UN coordination mechanism would likely be duplicative of existing efforts, 
including the GFCE. It would also be resource intensive and, more importantly, would likely face 
substantial challenges in being effective. Among other things, it would be difficult for the UN to facilitate 
or coordinate NGO, private sector or other non-state capacity building activities – something that the 
current pre-draft acknowledges as important and that is already a cornerstone of GFCE activities.   

That is not to say that the UN does not or should not play an important role in cyber capacity 
building – it does and it should. For example, the existing pre-draft’s call for capacity building principles 
can be helpful when endorsed at a UN level. The GFCE’s principles, submitted as input to the pre-draft, 
are contained in the GFCE Delhi Communiqué on a Global Agenda for Cyber Capacity Building.2  

 
2 The language of the GFCE Delhi Communiqué relevant to capacity building principles is:   
• “10. Recognizing the importance of cross-cutting capacity issues, we encourage countries to conduct cyber capacity 

building in ways that take account of: 
a. The need for participation by all stakeholders in strengthening cyber capacity building;  
b. The need for treating the protection of critical information infrastructure and cyberspace as a shared responsibility 

that can best be accomplished through collaboration among all relevant stakeholders 
c. The value of international cooperation; 
d. The necessity for fostering local expertise by using and creating regional expert hubs as capacity building multipliers; 
e. The importance of information sharing by all stakeholders; 
f. The benefits of cyber security research and innovation;  
g. The multidisciplinary nature of cybersecurity, and the diversity of skills and knowledge required; and  
h. Capacity building’s support to international security, including the applicability of international law, agreed voluntary 

norms and confidence building measures.  
• 11. In support of stronger capacity building co-operation we endorse the following shared principles (inspired by the 

Global Partnership for Effective Development Cooperation, and applied to cyber capacity building) – consistent with our 
agreed international commitments on human rights, decent work, gender equality, environmental sustainability and 
disability – for cyber capacity building:  

i. Ownership: nations need to take ownership of capacity building priorities focus on sustainable developments; 
ii. Sustainability: obtaining sustainable positive impact should be the driving force for cyber capacity building;  

iii. Inclusive partnerships and shared responsibility: effective cyber capacity building requires cooperation among 
nations, through a multi-stakeholder approach; and 

iv. Trust, transparency and accountability: transparency and accountability play a key role in establishing trust, 
which is necessary for effective cooperation. 

• 12. We encourage all relevant stakeholders to allocate funding and expertise for capacity building, applying the above 
principles and coordinating their support with other capacity building initiatives.”  

 



 
 

 
 

 It would also be helpful for the Secretary-General to make clear that capacity building is a major 
priority and that existing coordination mechanisms and capacity building efforts should be supported and 
prioritized by all member states. Another possible positive message would be for the Secretary-General 
to call for states to increase funding for capacity building. For even greater impact, the Secretary-General 
could address a longstanding issue with cybersecurity capacity building: that it is largely not integrated 
into the larger development community agenda or the UN Sustainable Development Goals. As you are 
aware, traditional development organizations have largely excluded or not given priority to cybersecurity 
programs. If the Secretary-General called on these organizations to integrate cybersecurity capacity 
building and funding as a foundational pillar for capacity building at large, that alone could have a 
tremendous impact on the ability to conceive and execute vital cybersecurity programs. Linking 
cybersecurity capacity building as a foundational element for many of the Sustainable Development Goals 
would similarly send a powerful message.  
 

In furtherance of this, the Secretary-General could be requested to help convene a high level 
meeting with organizations like the GFCE (potentially including some implementers and some of the new 
cyber-focused organizations), states, development organizations and others to raise the profile and 
allocation of resources for Cyber Capacity Building and encourage global coordination and cooperation 
between existing entities. We believe that this could be far more effective than trying to establish a new 
and potentially duplicative UN coordination structure. 
 

Again, we applaud your efforts in both organizing the OEWG and producing an initial pre-draft 
report that emphasizes the importance of capacity building. We hope that these comments will be helpful 
to you and we stand by to assist you in this important task in any way we can.   

 

                  Sincerely, 

 

President of the GFCE Foundation 

 

 

 

 

 


