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Executive summary: 
 
Strengthening multi-stakeholder participation: 
 
The OEWG’s commitment to the principles of transparency and inclusivity, with the aim of 
maintaining and promoting trust, has been crucial in soliciting the views, expertise, and 
recommendations of various stakeholder groups to increase mutual understanding and 
cooperation on the international security dimensions of information and communications 
technologies (‘ICTs’). 
 
The opportunity for participation by non-governmental organizations, academia, and private 
sector entities in the OEWG process is commendable. For the OEWG’s recommendations, it is 
critical that these stakeholder groups also be invited to further provide their views, expertise, 
and recommendations on specific key areas identified in the Pre-draft: confidence building 
measures (‘CBMs’), capacity building, and regular institutional dialogue. There should also be a 
recommendation to encourage these stakeholder groups to take part in, and contribute to, those 
areas.  
 
The Pre-draft rightfully identifies the protection of national critical infrastructure and the 
cooperative safeguarding of supranational critical information infrastructure as of particular 
importance. Beyond the recommendations for Member State action in this space, there should 
be a recommendation to increase exchanges on standards and security requirements, as well 
as of lessons and good practices, with non-governmental organizations, academia, and private 
sector entities. 
 
Need for additional norms: 
 
The 11 voluntary norms outlined in the 2015 Report of the Group of Governmental Experts 
(‘GGE’) have provided useful guidance on what constitutes responsible state behaviour in the 
use of ICTs. In addition to these norms, a proposal to consider mechanisms to further 
operationalize increased transparency regarding the actions of Member States in cyberspace 
and the rationale underpinning Member State decision-making can further engender trust and 
cooperation on this important issue of global governance. 
 
While the Pre-draft acknowledges that States understand “the responsibility to notify users when 
significant vulnerabilities [in ICTs] are identified,” there is no additional language to specify how 
exactly to operationalize this responsibility and to hold Member States accountable. The report 
also does not account for coordinated vulnerability disclosure mechanisms adopted by non-
state actors or processes for coordinated vulnerability handling and mitigation by state actors. 
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Therefore, the recommendations should also call for multi-stakeholder dialogue with non-
governmental organizations, academia, and private sector entities on (1) both vulnerability 
equities and coordinated vulnerability handling and mitigation processes for Member States; 
and (2) coordinated vulnerability disclosure practices for non-state actors. 
 
Developing a consensus-based common lexicon 
 
To further international cooperation on ICT global governance, a common lexicon with 
consensus-based terminology and definitions should be developed. As with a number of the 
areas identified above, this effort should involve non-governmental organizations, academia, 
and private sector entities, as well as Member States. 
 
Expanding and strengthening multi-stakeholder participation in confidence-building 
measures (‘CBMs’), capacity building, and regular institutional dialogue 
 
Multi-stakeholder participation in processes to develop, implement, and increase confidence-
building measures (‘CBMs’) and capacity building would bring value in terms of resources, 
knowledge, and support. Private sector entities own and operate a significant percentage of 
national critical infrastructure and supranational critical information infrastructure, and civil 
society and academia provide tremendous insight into how coordination and cooperation of 
CBMs and capacity-building mechanisms can impact economic and social development on the 
ground. These stakeholder groups also play important roles in raising awareness, promoting 
good governance, and identifying the needs and implications of such efforts. Such collaboration 
should be transparent, foster the development of shared positions on key issues and concepts, 
seek to avoid misunderstandings, set mutual expectations, and build upon pre-existing efforts in 
order to avoid “re-inventing the wheel.”  
 
A multi-stakeholder approach should also inform any efforts to establish a regular institutional 
dialogue. Formal regular dialogue, including a consultation process and briefings on these 
issues, would ensure that the options Member States discuss are sufficiently “future proof,” 
technology-neutral, and supportive of further innovation and technological development. 
Therefore, the inputs and voices of non-state actors play a crucial role in developing a 
comprehensive and balanced approach to the use of ICTs.  
 
In general, we recommend that multi-stakeholder participation guides future efforts related to 
CBMs, capacity building, and regular institutional dialogue in this space. Specifically, we 
recommend that: 
 

1. Multi-stakeholder actors be invited to contribute to the proposed repository of CBMs and 
collaborate with Member States on implementation and operationalization; 

2. Participation and contribution by such actors should guide any proposed efforts on 
capacity building, including the “global mechanism for enhancing coherence in capacity-
building efforts in the use of ICTs;” 

3. Instead of simply encouraging Member States to “establish sponsorship programmes 
and other support mechanisms to ensure broad participation” to solicit input for regular 
institutional dialogue, the OEWG should explicitly recommend that non-governmental 
organizations, academia, and the private sector be allowed to participate in these 
dialogues, as well as the mechanisms that might ensure participation (e.g., 



 

AO Kaspersky Lab 
39A/2 Leningradskoe Shosse 
Moscow, 125212, Russia 

+7 495 797 87 00 
www.kaspersky.com 
www.securelist.com 

 
consultations, scheduled interventions during Member State dialogues, inter-sessional 
meetings, working groups, etc.); and  

4. The Pre-draft’s recommendations should explicitly state that multi-stakeholder 
participation is a “widely accepted principle.” 

 
Multi-stakeholder contributions to national critical infrastructure protection and 
supranational critical information infrastructure protection 
 

Like Member States, Kaspersky also maintains that the protection of national critical 

infrastructure and supranational critical information infrastructure is paramount. Kaspersky also 

supports the view of some Member States, communicated via the OEWG “non-paper,”1 

regarding the necessity to “increase exchanges on standards and best practices with regard to 

critical infrastructure protection and encourage enterprises to embark on such exchanges.” 

These exchanges with private sector entities should endeavor to develop concrete tools – good 

practices, lessons learned, certification regimes, and interoperable baseline security 

requirements aligned with existing international standards. Because private sector entities, in 

particular, own and operate most critical infrastructure, we recommend that language relating to 

increased exchanges on standards and best practices with regard to critical infrastructure 

protection with non-governmental organizations, academia, and the private sector be included 

as a CBM.  

Additional norms for consideration 

In order to better ensure that ICTs continue to benefit peace and security, human rights, and 

sustainable development, more transparency regarding the activities of Member States in 

cyberspace, particularly regarding offensive capabilities, and the rationale that informs such 

decision-making, would lead to greater stability and the reduction of uncertainty. The proposal to 

request that the Secretary-General establish a repository of national views and practice on how 

international law applies to the use of ICTs by states in the context of international security, as 

well as a proposed request to the International Law Committee to undertake a study on similar 

matters, are important steps the United Nations will hopefully adopt. Other information that 

Member States could provide includes, but is not limited to, policy directives that outline 

priorities and intentions; strategy documents on ICT governance; ICT program budgets and 

roadmaps; descriptions of their initiatives to coordinate and cooperate with non-state actors on 

the beneficial use of ICTs; etc. 

With concerns regarding the militarization of cyberspace, Kaspersky agrees that the 

development or use of offensive capabilities, as well as stockpiling vulnerabilities, contributes to 

instability and reduced trust. Further dialogue on stakeholders’ perceptions of threats and 

vulnerabilities, the importance of ensuring the integrity of the ICT supply chain, and the 

responsibility of states to notify users when significant vulnerabilities are identified are all critical. 

However, the Pre-draft does not reference any concrete recommendations or proposals on how 

to engender such discussion and develop accountability mechanisms to address these 

concerns. Kaspersky thus proposes further development of a voluntary, non-binding norm on 

“responsible reporting of ICT vulnerabilities,” as recommended in the UN GGE Report 2015 

(A/70/174). This norm should address both the creation of coordinated vulnerability handling 

                                                           
1 https://unoda-web.s3.amazonaws.com/wp-content/uploads/2020/03/200311-OEWG-ICT-non-paper.pdf 
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and mitigation processes,2 as well as vulnerability equities processes by Member States (as 

suggested by the Global Commission on the Stability of Cyberspace),3 and coordinated 

vulnerability disclosure programs by non-state actors. CBMs, capacity building, and regular 

institutional dialogue can greatly facilitate the consensus around such a norm, as well as its 

operationalization by Member States and non-state actors. Again, a multi-stakeholder approach 

should govern here also. 

Consensus-based terminology and definitions as an additional recommendation 

Kaspersky acknowledges the challenges to achieving a global consensus on ICTs and 

international security due to the different views of some Member States regarding terminology 

and definitions (e.g., cybersecurity versus information security). Nonetheless, it is crucial to 

continue intergovernmental consultations with interventions by non-governmental actors, 

including industry, technical experts, the legal community, and academia, towards consensus-

based terminology and definitions of cyber-threats, cyberattacks, cyberspace, and other terms. 

In the Pre-draft, there are a number of similar terms referenced, such as “digital technologies,” 

“digital space,” “ICT capabilities,” “ICTs,” and “ICT environment.” However, the document does 

not specify whether these terms are interchangeable or synonymous. Therefore, Kaspersky 

suggests a CBM-related recommendation to further intergovernmental consultations with 

interventions by non-state actors on developing a common lexicon with consensus-based 

terminology and definitions related to the use of ICTs. 

Conclusion 

Kaspersky continues to support the work of the OEWG. This process, guided by inclusivity and 

transparency, and aimed at maintaining and increasing trust, has been an important step in 

keeping cyberspace secure, safe, open, and collaborative by engaging the entire global 

community, including private companies.  

As a non-governmental organization, Kaspersky is grateful for the opportunity to express its 

views on the initial ‘Pre-draft’ OEWG report and hopes that these comments would help achieve 

common ground and mutual understandings on the peaceful use of ICTs within the global 

community in pursuit of international security. 
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2 With the development of coordinated vulnerability handling and mitigation processes, state actors can intake 
vulnerability reports from external researchers with regard to state networks and systems and thus contribute to 
enhancing the security and resilience of those networks and systems.  
3 https://cyberstability.org/norms/#toggle-id-5 


