
 

 

Innovation for All 
 

Contribution of the International Chamber of Commerce to 
the initial “Pre-draft” of the report of the OEWG on 
developments in the field of information and 
telecommunications in the context of international security  

Summary 

Given the significant roles and responsibilities of business in the development of information 

communication technologies (ICTs), the International Chamber of Commerce (ICC) is 

committed to ensuring that these work for everyone, every day, everywhere, to fully realize the 

potential of the digital economy.  

ICC works with governments and businesses worldwide to build a common understanding of 

what constitutes a robust cybersecurity policy, and to share best practices in order to foster a 

more secure Internet for businesses and users and safeguard the proper functioning of critical 

infrastructures. While governments and business have different roles in addressing 

cybersecurity, they are mutually reinforcing. Therefore, ICC commends the efforts of the 

OEWG to involve all stakeholders in its deliberations as well as the invitation to contribute to 

this “pre-draft”. We strongly recommend that the practice of multistakeholder consultations the 

OEWG has implemented so far continues to be part of all UN work in this area of international 

policy and is expanded. 

Having observed the work of the OEWG since its inception, ICC offers the perspectives of the 

private sector for consideration, as the group moves to drafting its final report. This paper 

details ICC’s view on the themes tackled by the OEWG, based on the following key messages: 

Existing and 

potential threats 

Effective multistakeholder and public-private cooperation is essential to 

strengthening Internet security and responding to the large and growing 

range of cybersecurity threats to the global Internet.  

Read more… 

International law International law needs to be fully applied to define and enforce 

accountability for responsible state behavior in cyber space. Rights that 

people have offline must also be protected online, in accordance with 

the rule of law and international human rights legal obligations. This is 

especially important for social and economic growth and development, 

as businesses rely upon the rule of law to create the predictability in 

interstate relations that facilitates investment.  

Read more… 

Norms, rules 

and principles 

for responsible 

state behaviour 

The private sector has already supported, collaborated on, and 

launched numerous initiatives to promote norms for responsible uses of 

technology. Business particularly supports the norms agreed by the UN 

Governmental Group of Experts in 2015 and looks forward to 

contributing to their implementation.  

Read more… 
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Capacity 

building & 

Confidence 

building 

measures 

One of the OEWG’s greatest impacts lies in the promotion of 

cybersecurity capacity building. Such efforts must make use of 

existing fora, build on the expertise and learnings of ongoing initiatives 

and promote collaboration and information-sharing.  

Read more… 

Institutional 

dialogue 

Multistakeholder collaboration enables governments to develop more 

appropriate and and impactful policies to promote a culture of security, 

with appropriate legislation in place to combat cybercrime.  

Read more… 

Existing and potential threats 

Cyber security incidents impact all businesses regardless of size or industry, reflecting losses 

to companies, investors, individuals and governments. Experts estimate that cybercrime costs 

the world 600 billion US dollars (0,8% of global GDP) annually.1 The cost of cyber breach for 

business extends beyond just purely monetary damage, as the loss of trade secrets, 

privileged, proprietary information, or reputational damage could threaten to destroy a 

business altogether.2 In the United States, 60% of SMEs are out of business within six months 

of a cyber-attack.3 As businesses across all parts of the traditional economy, from 

manufacturing to energy, seek to digitalize their operations as a way to increase 

competitiveness, the impact of cyberattacks will continue to grow, especially as state and non-

state actors increasingly seek to target and disrupt critical infrastructure and systems.4 The 

current COVID-19 crisis has exacerbated this risk, with a reported spike in attacks on critical 

health infrastructure, phishing attacks, Malspams and ransomware attacks.5 6 

Increased government investment in advanced cyber capabilities has in no small part driven 

the escalation of sophisticated attacks.7 Reports suggest that more than 60 nations are now 

developing such capabilities.8 Many of today’s most sophisticated cyberattacks have been 

attributed either directly to states or to the actions of their proxies. Even attacks conducted by 

independent malicious actors are often a downstream consequence of government activity, as 

cyber capabilities proliferate quickly when they are stolen, sold, or otherwise repurposed to 

criminal ends. Increasingly, the most advanced government cyber powers sit atop a toxic 

pyramid of malicious actors, with their tools and tactics proliferating downward and into a 

dangerous ecosystem of affiliated and unaffiliated threat actors with both political and criminal 

objectives. 

At the same time, when it comes to cyber-attacks, there are significant asymmetries between 

offenders and defenders in skills, tools and cost. Out of 10000 attacks, the defender needs to 

 
1 McAfee (2018) Economic Impact of Cybercrime—No Slowing Down 
2 Eubanks (2017) The True Cost Of Cybercrime For Businesses. Council Post; Ponemon (2016) Cost of Cyber 

Crime Study & the Risk of Business Innovation 
3 Miller (2016) 60% of small companies that suffer a cyber attack are out of business within six months. Denver Post 
4 McKinsey (2019) Unlocking the value of digital operations in electric power generation; UNCTAD (2017) World 

Investment Report 2017: Investment and the Digital Economy.   
5 Deloitte (2020) COVID-19’s Impact on Cybersecurity 
6 Europol (2020) Pandemic profiteering how criminals exploit the COVID-19 crisis 
7 Hi-Tech Crime Trends 2018. Group-IB. Oct. 2018. https://www.group-ib.com/media/hi-tech-crime-trends-2018/  
8 Valantino-DeVries, Jenniter, Lam Thuy Vo, Danny Yadron. Cataloging the World's Cyberforces. Wall Street 
Journal.  http://graphics.wsj.com/world-catalogue-cyberwar-tools/  
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be right 10000 times, while the offender only once, to be successful. Offenders oftentimes 

have a larger, better equipped toolbox compared to the defence capacities of businesses 

(especially MSMEs) and users. Cybercrime has a high pay-out ratio, with relatively small cost 

from the attacker, while defensive cyber-expenditures are considerably higher.  

Businesses, consumers and users of technology are fighting a losing battle without the support 

of governments both on the domestic and international realm. Therefore, it is imperative that all 

stakeholders work together to promote better understanding of the multifaceted impact of 

cyber attacks and help build consensus on the ways in which existing international law governs 

nation-state behaviour on the Internet. 

International law 

In the 2013 UNGGE report, 15 states’ representatives agreed that international law, including 

the UN Charter, applies to ICTs; and that applying that law is “essential” to maintaining peace 

and stability, and an “open, secure, peaceful and accessible ICT environment.” The 2015 

UNGGE report reiterated these conclusions and went a step further, offering a non-exhaustive 

list of how international law applies, including by granting states jurisdiction over ICT 

infrastructure in their territory; directing states to observe principles of sovereignty, sovereign 

equality, peaceful settlement of disputes, non-intervention, and human rights; referencing 

international humanitarian law (IHL) principles (albeit without endorsing IHL’s application 

explicitly); and prohibiting states from using proxies to violate international law via ICTs.  

While there have been a number of international and bilateral policy statements since to 

restrain state-sponsored cyber-attacks targeting enterprises and critical infrastructure, the 

business community continues to be exposed to serious and growing cyber threats from state 

actors.9 State-sponsored espionage has been on the rise, with 20% of global businesses 

ranking it as the most serious risk to their business.10 Despite these pervasive challenges, 

progress in developing and adopting international norms governing and binding states to 

responsible behaviour in cyberspace has been slow.11 

International law needs to be fully applied online as it is offline in order to more effectively 

define and enforce accountability for responsible state behavior in cyber space. In accordance 

with the principles of responsible behaviour of States, as recommended by the by the UNGGE:  

▪ Governments must meet their international obligations regarding internationally 

wrongful acts attributable to them under international law.  

▪ They should not knowingly allow their territory to be used for internationally wrongful 

acts using ICTs and should not conduct or knowingly support ICT activity contrary to 

their obligations under international law.  

▪ States should cooperate in developing and applying appropriate diplomatic, economic 

and policy measures to increase stability and security in the use of ICTs and to prevent 

ICT practices that are acknowledged to be harmful. 

 
9 Council on Foreign Relations (n.d.)  
10 Businesswire (2017) Cyber Espionage Tops the List as Most Serious Threat Concern to Global Businesses in 

2017.  
11 The Group of Governmental Experts is a UN-mandated working group on Advancing responsible State behaviour 

in cyberspace in the context of international security that has been working since 2004.See, UNGA Resolution 

73/266.  
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Governments should strive to interpret and enforce existing criminal legislation relating to 

cybercrimes, instead of creating Internet-specific legislation. Often, the actual crimes are not 

new, but the means by which they are committed require that governments review their 

criminal legislation to ensure that the appropriate legislation and resources are in place 

regardless of the technology used and that definitions of behaviour are technology neutral to 

better ensure equal consideration of the same act online and offline.  

Rights that people have offline must also be protected online, in accordance with the rule of 

law and international human rights legal obligations. 

ICC welcomes the recommendation that member states produce official positions on how 

international law applies in cyberspace and to collect these positions in a publicly accessible 

repository. This would help improve certainty and predictability about future behavior in 

cyberspace and how international law applies.  Existing best practices in open data access can 

be leveraged in the development and use of such a public repository. 

Norms, rules and principles for responsible state behaviour 

In securing their own assets and operations and taking steps to protect users and clients, 

businesses are increasingly understanding the importance of implementing holistic 

cybersecurity risk management processes. Businesses constantly develop and deploy 

measures designed to ensure the security of networks, protect users, devices and the content 

residing on these networks from attack. Such measures include activities to not only identify 

and mitigate cybersecurity risks but also to detect, respond to, and recover from cybersecurity 

incidents or events. At the same time, business counts on the support of governments to 

ensure that the necessary laws are in place and implemented to ensure certain cybersecurity 

events are illegal.  

With that in mind, we urge governments to implement and adhere to norms that have 

previously been agreed in UN discussions, as well as to develop mechanisms to effectively 

implement those norms. Business in particular supports the norms agreed by the UN 

Governmental Group of Experts in 2015 (as detailed in paragraph 1 of UNGA resolution 73/27) 

and looks forward to contributing to their implementation and to further strengthen these 2015 

norms. 

In this respect, ICC welcomes the call that States be guided in their use of ICTs by the 2015 

report of the GGE, as well as to establish a publicly accessible repository of national practices. 

We also encourage the inclusion of global, regional and loval multistakeholder initiatives to 

promote norms for responsible uses of technology in such a repository. We note the Global 

Forum on Cyber Expertise, the Cybersecurity Tech Accord, The Paris Call for Trust and 

Security in Cyberspace or the Internet Society MANRS initiative, as examples of such 

initiatives supported by the private sector. We will continue to support such work going forward 

and will support information sharing and cooperation among such initiatives. 

Discussions in the OEWG on the implementation of the norms agreed by the GGE has proven 

very informative and was enriched by the contribution of various stakeholders during the 

multistakeholder consultation sessions. Going forward, we underline the importance that the 

work of the OEWG and the Group of Governmental Experts (GGE) remain complementary, to 

avoid any confusion and duplication of work, and we call for further efforts to integrate the 

views and expertise of all stakeholders in the work of both. 
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Capacity building and confidence building measures 

One of the greatest achievements of this OEWG is to raise awareness of the importance of 

capacity- and confidence building measures to enhance the opportunity of member states to 

fully participate in the global normative framework, promote adherence to international law and 

the implementation of norms of responsible state behaviour, as well as to build trust between 

and within states. 

Increased awareness about cybersecurity and knowledge about how to protect themselves can 

strengthen not only the individuals, businesses and the communities but also the ability of a 

whole country to protect critical digital infrastructure and combat cyber threats. The maturity of 

cybersecurity capacity in a country encourages confidence in the online environment and fosters 

meaningful access by all groups in society, thus helping address digital divides. A critical 

dimension to consider is that many developing countries want and need technical assistance to 

create the legal, regulatory, and related infrastructure to support the development of a secure, 

trusted, rules-based digital environment. The need remains great: too many countries still do not 

have a CERT, data protection at law, cybersecurity legislation in force or national cyber 

strategies - and the related technical and practical infrastructure that is essential to support them.  

The OEWG report should emphasise the importance of capacity building in these and related 

areas. ICC welcomes the recommendation to collaborate on a repository of existing confidence- 

and capacity-building measures. To streamline this effort and pool resources to generate greater 

impact, we would recommend that states build on existing efforts, such as the Global Forum on 

Cyber Expertise, instead of replicating existing efforts, or creating a new global mechanism. 

Institutional dialogues 

While ICC commends the recommendations for continued institutional dialogue on this important 

topic, we underline that such efforts need to be based on consistent and meaningful 

collaboration with the private sector, civil society and the technical and academic communities. 

A comprehensive approach to cybersecurity relies on policy objectives, policy instruments and 

clear roles and responsibilities of stakeholders. In formulating public policy, governments must 

collaborate with other stakeholders to promote a culture of security, with appropriate legislation 

in place to combat cybercrime. Similarly, appropriate policies and legal frameworks related to 

data protection and privacy are also essential to assuring that consumers and citizens can 

continue to trust in engaging in transactions and using services online.  

Multistakeholder collaboration promotes better understanding of the multifaceted impact of cyber 

attacks and helps to build consensus on the ways in which existing international law governs 

nation-state behaviour on the Internet. These exchanges will reflect ongoing learnings on the 

evolving threat environment and help promote a holistic approach to cybersecurity risk 

management. Expert forums such as European Cybersecurity Industry Leaders, 3GPP SECAM, 

the OECD’s Working Party on Security and Privacy in the Digital Economy and the Forum of 

Incident Response and Security Teams  are commendable efforts providing detailed guidance 

on ways to conceptualize and understand threat actors, tools and technical manifestations. 

Additionally, national and regional Computer Incident Response Teams (CIRTS) can act as a 

convener for stakeholders and enable education and best practices on cybersecurity issues. 

*** 
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About The International Chamber of Commerce (ICC) 

The International Chamber of Commerce (ICC) is the world’s largest business organization 

representing more than 45 million companies in over 100 countries. ICC’s core mission is to 

make business work for everyone, every day, everywhere. Through a unique mix of advocacy, 

solutions and standard setting, we promote international trade, responsible business conduct 

and a global approach to regulation, in addition to providing market-leading dispute resolution 

services. Our members include many of the world’s leading companies, SMEs, business 

associations and local chambers of commerce. 

 


