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Introduction 
 
Kaspersky supports the OEWG, its work and commitment to the principles of transparency and 
inclusivity in strengthening cybersecurity and promoting international cooperation in this field.  
We shared comments on both the initial1 and revised2 Pre-drafts of the report of the OEWG. 
 
However, despite global efforts to detect and mitigate cyber-enabled attacks that can impact 
international peace and security, a consensus on reaching stability and security associated with 
the use of information and communications technologies (ICTs) remains elusive. 
 
Kaspersky maintains that urgency is key: the global community cannot, and should not wait for 
malicious cyberactivity to increase and cause even greater harm. A unified response to ensure 
that individuals everywhere can safely enjoy the opportunities that ICTs provide and, at the 
same time, avoid fragmentation in cyberspace, remains imperative. 
 
In light of the OEWG’s stated objectives, Kaspersky welcomes the opportunity to provide 
additional recommendations on further implementation of some of the 2015 GGE report 
norms3 from a private sector technical perspective. The intention behind these 
recommendations is to share technical community expertise that may assist Member State 
delegations in further capacity building and confidence-building measures related to these 
norms and their implementation. This approach is consistent with Kaspersky’s assertion that 
multiple stakeholder groups – the technical community, private sector entities, academia and 
civil society – have relevant perspectives and expertise that can substantially contribute to the 
dialogues at the OEWG and other UN processes with regard to ICT developments in the context 
of international security. We hope these suggestions will be helpful for Member State 
delegations to inform discussions and consensus-building on stability and security in 
cyberspace.  
 
 
 
 
 
 

                                                           
1 https://front.un-arm.org/wp-content/uploads/2020/03/kaspersky-position-paper-on-oewg-first-pre-draft-report.pdf  
2 https://front.un-arm.org/wp-content/uploads/2020/06/kaspersky-position-paper-on-oewg-second-pre-draft-report-11-

june-2020.pdf  
3 https://undocs.org/A/70/174  
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Suggestions of best practice implementation 
 

Technical suggestions  
 

Policy suggestions 

- Establishing consensus on global 
security baseline requirements and 
practices for enhanced security of ICTs 
and resilience (suggestion for 
implementation of norm A)4; 
 

- Further strengthening of bilateral and 
multilateral cooperative mechanisms and 
consultative formats between states, 
including through regional organizations 
(suggestion for implementation of 
norm A); 

- Developing a common lexicon with 
consensus-based terminology and 
definitions related to the use of ICTs 
(suggestion for implementation of 
norm A); 

 

- Further developing mechanisms for 
cooperation, multistakeholder dialogues 
and knowledge exchanges with the 
technical community, academia and 
private sector on issues related to the use 
of ICTs (suggestion for implementation 
of norm A); 

 

- Clearly delineating the different types of 
attribution: technical, legal, and political, 
where the latter is a sovereign 
prerogative of states (suggestion for 
implementation of norm B); 

 

- Enhancing transparency and 
accountability in developing offensive 
cyber capabilities to ensure that these 
capabilities are used in accordance with 
international law and do not undermine 
international security or adherence to 
agreed-upon norms related to responsible 
behavior in cyberspace (suggestion for 
implementation of norm A); 

 

- Developing cooperative methodologies5 
and processes with multiple 
stakeholders, including governments, the 
private sector, technical community, 
academia, and the civil society broadly, 
to be able to conduct technical 
assessment of cyberattacks with greater 
technical and legal confidence, as well 
as enable measures to prevent such 
attacks in the future (suggestion for 
implementation of norm B); 

 

- Enhancing greater transparency about 
Member State activities in cyberspace 
through publicly informing the rationale 
behind their decision-making to reduce 
uncertainty about processes in 
cyberspace. The publication of Member 
State cyberspace strategy documents 
could be particularly useful here 
(suggestion for implementation of 
norm A); 

 

                                                           
4 Examples of this could be (1) the Geneva Dialogue on Responsible Behavior in Cyberspace – international process 

and conversation on security of digital products https://genevadialogue.ch/; (2) The OECD’s analytical work on digital 
security policy https://www.oecd.org/sti/ieconomy/workingpartyonsecurityandprivacyinthedigitaleconomyspde.htm; 
and (3) Principle 6 on Lifecycle Security of the Paris Call for Trust and Security in Cyberspace 
https://pariscall.international/en.  
5 This could also include joint efforts to identify global, commonly used security-critical open-source tools and 

libraries, in order to conduct in-depth assessments and vulnerability research for technical analysis, and to ensure 
their security. 
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- Organizing a cyber capacity building 
program and exercises, in cooperation 
with the technical community, academia, 
civil society and the private sector, for 
increasing the exchange of relevant 
information for technical and legal 
assessments among Member States 
(suggestion for implementation of 
norm B);  

 

- Leveraging the role of the UN, among 
others, in inter-state conflict resolution to 
develop relevant prevention, mutual 
assistance, mediation, and resolution 
mechanisms (suggestion for 
implementation of norm D); 

- Establishing national cyber-points and/or 
other cooperative mechanisms for 
coordination and response in case of 
critical ICT incidents that impact 
international security (suggestion for 
implementation of norm D); 

 

- Developing and agreeing on types of 
critical infrastructure, including providing 
clarity on existing critical infrastructure 
(national, transnational, and cross-
border/trans-border) (suggestion for 
implementation of norm G); 

 

- Organizing joint inter-state and – with the 
participation of the technical community, 
the private sector, academia, and civil 
society – cyber incident response 
exercises (suggestion for 
implementation of norm D); 

 

- Promoting ICT component and 
functionality transparency – especially 
with regard to critical infrastructure 
(suggestion for implementation of 
norm I); 

 

- Enhancing cooperation among national 
and non-State CERTs6 and 
strengthening mechanisms for threat and 
information sharing (suggestion for 
implementation of norm G); 

 

- Developing policy practices to protect 
critical infrastructure and formats of 
cooperation with the private sector 
(particularly because the OEWG 
acknowledged in its pre-Drafts the 
operation and/or ownership of significant 
portions of critical infrastructure, both in 
intra-state and inter-state contexts), the 
technical community, academia, and civil 
society (suggestion for 
implementation of norm G); 

 

- Defining a set of global critical 
infrastructures that support common 
digital assets and cyberspace, in order to 
further build a cooperative protective 
approach to those (suggestion for 
implementation of norm G); 

 

- Developing baseline practices and 
supply chain measures, together with 
private-sector entities and the technical 
community (suggestion for 
implementation of norm I); 

 

- Developing standard operating 
procedures (SOPs) that include a 
template of a request for assistance in 

- Establishing independent verification and 
assessment processes for managing 
supply chain risks and evaluating the 

                                                           
6 FIRST (Forum of Incident Response and Security Teams) could be analyzed as a starting point and example for 

that https://www.first.org/. 
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order to manage expectations in case of 
ICT incidents, as well as to agree on a 
minimum amount of required critical 
information to be provided in such a 
request to avoid revealing sensitive 
information (suggestion for 
implementation of norm H); 

 

trustworthiness and reliability of supply 
chain vendors and ICTs. These 
processes should include both technical 
and non-technical criteria in scope for 
standardized assessments (suggestion 
for implementation of norm I); 

 

- Building an institutional cyber response 
framework to clarify how other actors 
(technical community, vendors and 
cybersecurity experts) should and could 
participate to provide necessary support 
and assistance (suggestion for 
implementation of norm H); 

 

- Increasing transparency in vulnerability 
handling by both Member State and non-
state actors, including private sector 
entities (suggestion for 
implementation of norm J); 

- Strengthening mechanisms for 
cooperation among public (including law 
enforcement agencies) and non-State 
actors for building cyber capacities and 
expertise7 (suggestion for 
implementation of norm H); 

 

- Developing guidelines for requiring 
baseline vulnerability management and 
disclosure processes for private sector 
entities (suggestion for 
implementation of norm J); 

 

- Identifying and protecting common, 
broadly used (globally) security and 
critical open-source tools and libraries 
that compose the public core of the 
internet infrastructure in order to conduct 
in-depth assessment and vulnerability 
research, and to ensure their security 
(suggestion for implementation of 
norm I). 
 

- Establishing clear institutional 
frameworks on vulnerability disclosure, 
especially when a discovered 
vulnerability affects critical infrastructure. 
Key procedures, steps and 
communication channels should be 
identified (suggestion for 
implementation of norm J). 
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7 Keeping in mind that not all states have the same capacity to respond, we suggest this to work in a multi-

stakeholder community. 


